
4 Reasons to Back Up 
Microsoft Office 365 Data

Eighty percent of organizations worldwide use Microsoft 
Office to communicate, create documents, and balance their 
books. Every time someone in your organization turns on a 

computer, be it PC or Mac or Linux, they are more than likely 
to see the Microsoft logo due to the Office suite. 



Most organizations using Microsoft Office use Office 365, the 
cloud-based subscription model of the same dependable 
suite, to enable their employees to work anywhere, anytime 
without the need to host their own email, files, and content 
management infrastructure. Over the years, due to the flexibility 
of payments, ease of software use, and ability to seamlessly 
update, Microsoft 365 has become the preferred model for 
organizations to consume Office tools.

But there’s a common misconception that Microsoft 365 
ensures all data is safe and protected at all times. In reality, 
it only guarantees data resiliency — the ability to withstand 
infrastructure failures and yet remain fully-functional. This is 
achieved via redundancy zones: If access to one data copy is 
lost, you still have access to the second copy. But if the data 
is inadvertently deleted or corrupted at one site, the same will 
occur at the second site. The data is replicated, not backed up. 

While Microsoft 365 provides tremendous business value and 
high data availability, it lacks is a comprehensive protection for 
your data assets. 



“Office 365 provides a staged recycle bin architecture to 
temporarily retain data lost through accidental or purposeful 
deletion. However, this architecture is time-limited; and unlike 
traditional data protection solutions, Office 365 does not create 
an independent, accessible external copy of the data. Thus, the 
recycle bins do not meet Gartner’s definition of backup.”

• Uptime of Microsoft Office 365 cloud service

• DC-DC for redunduncy

• Limited short term data loss recovery

• Physical, logical, app-level, user/admin controls

• Access and controls to the data residing in 
   Office 365 if your responsibility

• Office 365 data protection at a second 
   location, on-prem or in the cloud

• Short and long term retention with granular 
   recovery options

• Internal: Accidental deletion, insider threat, 
   employee data tempering
• External: Ransomware, Malware and other 
   rogue actors
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Four Key Reasons Why 
You Should Backup and 
Protect Your Microsoft 

Office 365 Data



Here are four key reasons why you should 
backup and protect your Microsoft 365 data.

Security threats are top of mind for every organization. These threats 
come from both internal and external sources. From an internal 
perspective, organizations must be wary of recently terminated 
employees permanently deleting important Microsoft 365 data 
before their access is removed. To use another example, consider 
an employee deleting data damaging to their reputation, such as 
emails they sent, before it can be evaluated by your management 
and HR teams. There’s no way for Microsoft 365 to protect against 
these insider threats. 

External sources pose an even greater threat to data. Ransomware 
and other malware attacks are frequently launched via Outlook or 
Teams, as well as other Microsoft 365 apps. Serious malware attacks 
can jeopardize an organization’s most critical data. Exchange Online 
provides some basic backup and recovery options, but these are 
not robust enough to recover from a major attack.

1. Security Threats



One common administrative headache is the accidental deletion of 
a user who’s still part of an organization. When a user is mistakenly 
deleted, their account is removed from the organization’s entire 
Microsoft 365 network, including their SharePoint site and 
OneDrive data.

While Microsoft 365 provides recycling bin features and enables 
access to previous versions of documents and files, these 
capabilities only retain data that has been deleted within a 
relatively recent period of time. Any accidentally deleted user data 
that is not recovered within that timeframe will be lost forever.

2. Accidental Deletions



Microsoft 365’s retention policies are always evolving, making 
it difficult to keep up with frequent changes governing how long 
deleted data can be restored. In addition, these policies vary 
between Sharepoint, OneDrive, Outlook, Teams, Exchange Online 
and Microsoft 365 groups, further complicating efforts to protect 
and retain critical data. 

Most Microsoft 365 data will only be recoverable for a limited period. 
An Exchange Online mailbox, for example, keeps deleted items for 
14 to 30 days, depending on the configuration settings. Overall, 
Microsoft 365’s retention capabilities are limited and only designed 
for the occasional recovery of data that has been mistakenly deleted 
by users or admins. The platform does not support a comprehensive 
backup and recovery approach that would allow organizations to 
retain all their data for an indefinite period. 

There are many ways to lose data beyond simple accidental 
deletions by users and admins. For example, a misconfigured 
retention setting or a ransomware attack. Microsoft 365 does not 
offer recovery in these cases. 

3. Retention Limitations



Government data regulations are complex, vary by region and 
change frequently. In addition to recovering data that was 
inadvertently lost, your organization may find itself in a legal or 
compliance situation where it needs to retrieve Microsoft 365 data 
that was purposefully deleted long ago. These instances can be 
practically impossible to anticipate. 

While Microsoft 365 provides some capabilities to guard data for 
legal and compliance purposes, such as Litigation Hold, these 
only work for certain apps, and admins must designate data to be 
protected before it’s deleted and its retention period passes. Without 
a dedicated Microsoft 365 backup solution,  your organization could 
be subject to fines or legal setbacks for lost data you never thought 
you’d need to access again.

4. Compliance and 
Legal Actions



With these four considerations in mind, organizations must take 
ownership of protecting their Microsoft 365 data. This is best done 
with an industrial-grade backup solution for Microsoft 365 paired 
with Cloudian HyperStore. Together they provide a great solution 
with on-prem data protection that is secure, scalable and within the 
confines of your organization’s firewall. Cloudian’s S3-compatible 
native object storage system works with all backup applications 
that support S3, which is the de-facto standard of the cloud. 

Cloudian and Veeam 
have partnered to 
leverage HyperStore 
as a target for Veeam’s 
Microsoft 365 Backup 
(VBO). VBO version 
4’s native support 
of the S3 API allows 
seamless integration with Cloudian HyperStore. Backups are stored 
directly to HyperStore, providing a fast, on-premises disk-based 
data protection solution for Microsoft 365 within the security of your 
datacenter. The solution provides comprehensive protection and 
eliminates the risk of losing access and control over your Microsoft 
365 data, including Exchange Online, SharePoint Online, OneDrive 
for Business and Microsoft Teams — so that your data is always 
protected and accessible.

Conclusion



“While O365 is fast becoming the center of business productivity, 
a backup and recovery strategy is an afterthought. Relying on 
Microsoft’s native backup capabilities and infrastructure-level 
uptime features is a risky strategy because regardless of where 

the data is, it is the company’s responsibility.”
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Learn more about the Cloudian-Veeam solution for Microsoft 365 
backup, or watch a video demonstration of adding Cloudian Object 

Storage to Your Veeam Backup for Microsoft 365.

https://cloudian.com/solutions/data-protection/microsoft-office-365/
https://cloudian.com/solutions/data-protection/microsoft-office-365/

