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About This Report
For the second consecutive year, Vanson Bourne has conducted research on behalf of Nutanix to learn 
about the state of global enterprise cloud computing deployments and plans. In mid-2019, the researcher 
surveyed 2,650 global IT decision-makers about where they’re running their business applications today, 
where they plan to run them in the future, their challenges with cloud computing, and how their cloud 
initiatives stack up against other IT projects and priorities. The 2019 and 2018 respondent bases both 
spanned multiple industries, business sizes, and geographies. 

This report is a supplement to the global 2019 Enterprise Cloud Index report and focuses on cloud 
deployment and planning trends in the retail market. It highlights key data points gleaned from IT 
professionals in that industry and how they compare to enterprise cloud experiences and plans in 
verticals around the world.
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Cloud Terminology
This report refers to several different types of cloud environments. Below are the definitions of these 
cloud types as expressed to respondents during the data-gathering phase of this research and as used 
throughout this report.

       •  PRIVATE CLOUD:  A cloud-enabled IT infrastructure running in a corporate datacenter or privately   
           hosted by a third-party service provider.

       •  PUBLIC CLOUD:  Infrastructure-as-a-service (IaaS) and platform-as-a-service (PaaS) offerings   
           from third-party cloud service providers. Examples of these offerings are Amazon Web Services  
          (AWS), Microsoft Azure, and Google Cloud Platform.

       •  HYBRID CLOUD:  A combination of private and public cloud environments, with some level of   
           interoperability between them.

       •  MULTICLOUD:  An IT environment that uses multiple public cloud services, with some level of   
           interoperability between them. 

       •  TRADITIONAL DATACENTER:  Centralized location housing computing, storage, and networking             
          equipment for the purpose of running applications and for collecting, storing, and processing large   
          amounts of data, without the benefit of cloud technology.
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Retailers are following the short-term trend toward cloud repatriation and increased data 
center usage. Nearly three-fourths of all companies (73%) and retailers (72%) said they had 
moved or plan to move some public cloud applications back to on-premises infrastructure. Those 
intentions are reflected in respondents’ reported workload distribution shifts from 2018 to 2019: 
during that time period, retailers increased data center use by nearly 14%, with corresponding 
decreases in hybrid and multicloud services. Global respondents across industries, on average, 
reported very similar shifts in their IT infrastructures.

Like other companies, retailers have aggressive plans to move away from legacy data centers in 
favor of hybrid cloud infrastructure, deemed the “ideal” IT operating model by ECI respondents 
for two years running. Global respondents from retail companies said they intend to increase 
their hybrid cloud usage by nearly 43% and multicloud usage by about 10% in the next five years, 
with corresponding decreases in legacy data center and private cloud deployments. While 85% 
of overall respondents agreed that hybrid cloud represents the ideal IT operating model, a slightly 
greater number of retailers (87.47%) said so. 

Perceptions about security are shaping retail cloud deployment plans and workload 
distribution decisions. Retailers ranked the hybrid cloud model as inherently the most secure 
more often than any other infrastructure and did so slightly more often than the global averages. 
They also ranked security and compliance as the primary driving factor behind where to run a 
given workload and said intercloud security would be the factor with the greatest impact on the 
future of cloud computing at their companies. 

The ability to accelerate IT figures prominently in retailers’ deployment decisions. Retailers 
ranked this factor more often than any other (54.29% of the time) as a top factor in deciding 
what IT operating models to deploy. Cost advantages (53.13%) and the ability to improve end-user 
experiences (50.58%) ranked second and third.

Retail companies are slightly but consistently outpacing the averages in their use of public 
cloud services. Retailers run their business applications more often in the public cloud than other 
industries. They also manage their public cloud spend better than others and cite data security 
and compliance as primary benefits of the public cloud more often than other industries except for 
government and healthcare.

Key Findings
The research illustrates the following key findings:
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IT Operating Models: In Use and On Deck
Overall, the 2019 Enterprise Cloud Index revealed enterprise plans to aggressively shift investment to 
hybrid cloud architectures during the next five years. However, short-term plans in that direction stalled 
from 2018 to 2019, accompanied by a shift back to traditional data center usage and widespread move-
ment of applications from public cloud services to on-premises infrastructure. Correspondingly, the use of 
traditional, non-cloud-enabled data centers increased in 2019 rather than dropping by more than 20%, as 
2018 ECI data had projected it would.

Retail companies surveyed in 2019 fell largely in line with these trends (Figure 1). The figure shows retail 
IT deployment distributions in the context of other industries that scored the highest or lowest in one 
or more IT deployment category. As you can see, retailers’ workload distribution currently matches up 
very closely to the global averages across industries; retailers don’t outrank any other industry in any IT 
deployment model at the high or the low end.

By contrast, the financial services industry had the highest penetration of data centers and hybrid cloud 
deployments, while the education sector leads in private cloud and multicloud usage. At the low end, the 
tech industry had the smallest penetration of traditional data centers, government users had the lowest 
penetration of hybrid clouds, professional services had dramatically lower use of private clouds, and the 
construction and property industry had the lowest penetration of multicloud use.

Like other industries, retailers increased their use of traditional data centers during the past year, despite 
stated plans in 2018 to reduce their reliance on them, largely in favor of the hybrid cloud operating mod-
el. Figure 2 shows how the IT deployment distribution in retail companies changed from 2018 to 2019. 
Changes included a significant increase in data center use, a slight increase in private cloud, and moder-
ate decreases in hybrid cloud and multicloud use.
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Figure 1.  Cross-Industry Enterprise Workload Distribution Today
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Figure 2.  Comparative Retail Deployment Distribution, 2018 & 2019

Figure 3.  Retail Five-Year IT Deployment Outlook
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Accounting in part for the unexpected uptick in data center usage during the past year by retailers 
and others are their stated intentions to move public cloud applications back on-premises. Reasons for 
cloud repatriation generally have to do with waning cost benefits of public cloud over time, particularly 
as applications mature, become more predictable, and can then be more economically supported on-
premises. Changing regulations that govern where a given industry can store certain data can also play  
a role in infrastructure shifts. 

Another factor indicated by ECI data is the nascent state of tools for managing hybrid environments: 
more than two-thirds of respondents—67.52% of retailers and 68.6% of all respondents, on average—
agreed that while their organizations would benefit from a hybrid cloud, their current IT vendors didn’t 
provide the right solutions for building and managing a hybrid environment. Retailers and others would 
seem to have confidence that these issues will be worked out in the relatively short term, however. They 
shared aggressive plans for moving away from traditional data centers and private clouds over the next 
few years toward hybrid cloud infrastructure and, to a lesser degree, all-public multicloud services  
(Figure 3).
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Figure 4.  Which IT Operating Model Is The Most Secure?
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What Drives Retail Deployment Decisions?
The IT attributes that enterprises value most and whether they think a given IT model delivers that value 
plays a big role in respondents’ cloud implementation plans and in their decisions on which infrastruc-
ture(s) to use on a per-workload basis. On average, all worldwide respondents ranked hybrid cloud as the 
most secure IT operating model—more so than traditional data centers, on-premises and hosted private 
clouds, and public clouds—which partially accounts for the expected growth in hybrid adoption over 
the next several years. It’s not surprising, then, that security is playing a large role in retail IT deployment 
decisions, as well. 

For example:
 
 •   Retailers chose the hybrid cloud as the most secure IT operating model most often (Figure 4),  
      surpassing the global average and all other industries except healthcare.

 •   Nearly two-thirds of retail respondents (63.57%) said that the state of intercloud security  
      would be the factor having the biggest influence on their future cloud deployments. 

 •   Retailers chose data security and compliance most often as the top consideration in where  
      they decide to run a given workload (25.75%). Total cost of ownership placed a distant  
      second, with 16.24% of retail respondents citing it as the top factor.

In addition to security factors, half or more retail companies cited a given infrastructure’s ability to accel-
erate their IT deployments, its cost advantages, and its ability to help them improve user experiences as 
top drivers behind their cloud decisions (Figure 5).
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Figure 5.  Top Drivers Behind Retail Cloud Decisions

Figure 6.  Retail’s Top Challenges With The Public Cloud
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Public Cloud Perceptions and Activity
Retail companies indicated that their public cloud usage was on a par with the global averages across 
industries—with about 11% current penetration of multiple public clouds (multicloud) and about 19% pen-
etration of a single public cloud. They cited data security and compliance as the top benefit of the public 
cloud; however, they also said data security and privacy were far and away their top challenge with using 
public cloud services (Figure 6).
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Retailers also reported outpacing the averages in using the public cloud to run typical business applica-
tions. As Figure 7 shows, the retail industry tends to run ahead of the pack in its public cloud  
use for many applications, especially for digital, serverless, and Internet of Things (IoT) applications.

R E T A I L

Containers &
Microservices

36.2
41.1

Enterprise Apps
(such as ERP & CRM)

35.7
39.4

Desktop & Applicaction
Virtualization

32.9

40

Data Analytics/
Business Intelligence

34.2 34.2

Development &
Testing

36 36

Digital Apps 
(e.g., web, mobile, AI)

50.1
58.8

Databases

34.3 32.5

Generalized Workload
Virtualization

37.4 41.1

Internet of Things

44.2

52

Data Backup &
Recovery

41.2 42.8

Serverless
Applications

41.9
49.1

Numbers in the various rows may not add up to 100% due to rounding.

Global Retail

Percentage of ECI respondents running or 
planning to deploy cloud types

Figure 7.  Comparative Use Of Public Cloud For Enterprise Applications, 2019



Conclusions
Retail companies closely align with the cross-industry averages in their current IT infrastructure 
deployments, though they slightly outpace other verticals in their use of public cloud services. They also 
have plans that align with others worldwide to aggressively embrace hybrid cloud and, to a lesser extent, 
multicloud services over the next few years. Like other industries, retailers plan to significantly reduce 
traditional data center infrastructure as they increase their use of cloud operating models.

Year-over-year ECI data from 2018 to 2019 has revealed that, globally, the one-year plans of enterprises 
to dramatically reduce traditional data center use in favor of hybrid cloud and multicloud deployments 
hit a snag. From 2018 to 2019, overall data center usage actually increased by 12.3%., while hybrid cloud 
usage, rather than increasing, fell by about 5.4% overall. Similarly, retailers’ use of traditional data centers 
increased by nearly 14%, rather than decreasing by 20%, as retail respondents to the Nutanix 2018 ECI 
study had projected. Hybrid cloud deployments, rather than increasing by about 9% over last year, de-
creased by about 7.5% instead, and public cloud infrastructure declined slightly, as well (Figure 8).

ECI data indicates that reasons for the decelerated pace of hybrid cloud migration might include an 
industrywide need for better app mobility, as well as cross-cloud management and security tools that 
simplify running workloads across disparate infrastructures. Whatever the reasons, the infrastructure 
changes many 2018 respondents, including retail companies, expected to be to make within the next year 
didn’t come to fruition. Whether it takes one year, five years, or more, retail companies and others are 
likely to stay on the hybrid path, however, unless a more secure option comes along. With security top of 
mind and an ever-growing concern, the fact that retailers, along with most ECI respondents, consider the 
hybrid cloud the most secure IT infrastructure option will likely keep it in enterprise plans for some time 
to come.
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Figure 8.  How Retail Deployment Plans Panned Out, 2018-2019
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